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Encryption is in no way a new method of storing data securely yet there is so much not understood about it. First off, what is encryption? The definition for encryption can be found in numerous places. One such place is from The Columbia Encyclopedia, where they state, “[encryption is] the process of scrambling stored or transmitted information so that it is unintelligible until it is unscrambled by the intended recipient.” (http://www.bartleby.com/65/da/dataencr.html). Another definition can be found from Hermetic Systems: “Encryption is any procedure to convert plaintext into ciphertext. Decryption is any procedure to convert ciphertext into plaintext.” (http://www.hermetic.ch/crypto/intro.htm). Allow me to define for you what plaintext and ciphertext is at this time. “Unencrypted data is called plain text ; encrypted data is referred to as cipher text” (http://www.webopedia.com/TERM/e/encryption.html). The subject of encryption is part of cryptography. “Cryptography is about communication in the presence of an adversary. It encompasses a large variety of topics, such as encryption, authentication, and key distribution” (source from ACM computing reviews). A key is the information necessary to decrypt a message. Message integrity is how well the information is kept intact and not altered from the time sent to the time it is received by the intended receiver. Data origin authentication is the verification that the message has come from the correct source that is said to have sent it (Dent and Mitchell, p.45). With this basic terminology out of the way, the full description of what encryption really is, how it is used, when and where it first started, and a good bit more can now be explained.

So what exactly is encryption? I have given you two informal definitions but to give you a better understanding of just what these definitions mean, I will use a scenario. Let’s say that you have just finished writing down a new idea you have come up with. You have full plans to get a patent for this new idea and try to market it. The problem is that you are a little worried about this information falling into the wrong hands. What is a way that you can safely store this information on your computer without fear of the wrong person reading it? This is where encryption comes in. You have some information that is important to you, or perhaps your company and you don’t want it falling into the hands of someone who can misuse it. Encryption is a method that seeks to remedy this problem by converting the plaintext, i.e. what you have written down, into something that would resemble incoherent or perhaps just different text than what was originally said. Let’s say that one of the sentences you have written down is, “This idea could make me millions!” Anyone seeing this message would be very interested in what else the document has to say. On the other hand, if the text where “Guvf vqrn pbhyq znxr zr zvyyvbaf!” the reader would have no interest in reading any further as this would make no sense to him. This is an example where plaintext is converted into something illegible by any human reader, yet if the right program is used, this text can be decrypted back into the plaintext so it can then be read by the intended recipient. Think about when you logon to a website. You don’t want your password to be stored as is on the site for anyone who knows what they are doing to get. Most, almost all with important data to hold, websites encrypt your password so hackers have a much more difficult time getting personal information from your login account. Is this starting to sound interesting? Good, because there is much more to learn. 

So where did the idea of manipulating text for security come about, well you might be surprised to know that the first example of written cryptography has actually been documented to take place in 1900 BC (reference figure 1) (http://world.std.com/~cme/html/timeline.html). Cryptography, as you can see, is definitely not limited to using computers nor is computers the reason why cryptography came about. The desire to hide written text from prying eyes is just a matter of privacy in that we don’t want another person knowing something they shouldn’t. In fact around 1250 AD, a man by the name of Roger Bacon had this to say about cryptography, “A man is crazy who writes a secret in any other way than one which will conceal it from the vulgar.” (figure 1)

Now that you have a good understanding of the idea and desire behind encryption, let’s look at some methods of encryption. Most encryption methods are quite heavy in math and the average programmer will need a bit of a refresh and possibility a course or two to be able to understand them. The methods I will present to you, however, are not very heavily rooted in mathematics so they should be a lot easier to understand. One such method, called Vigenere Cipher, was used during the Civil War, but dates back to the 1500’s. This method can encrypt the same text many different ways depending on the key given, but can only encrypt letters and is case insensitive. The method itself is simple. Simply create a matrix with rows and columns going from A-Z skipping a letter for each successive row/column (reference figure 2) and then follow the algorithm: 
Write key letters under message letters.  Look for the message letter on top line of table, then move down until you reach the row whose left-most letter is that of key letter.  Example; when L is extended down two rows to C of key, N is the cipher letter.

[Example from the site. Key = comeretribution]

Message:  Longstreet to move at once into Petersburg defence.   

Key:          COMERETRIB UT IONC OM ERET RIBU TIONCOMERE TRIBUTI   

Cipher:      NCYKJXKVMU NH UCIG OF SEGX ZVUI IMHRTGNYIK WVNFHVM 

(http://pages.cthome.net/fwc/CODE.HTM)


A very easy method of encryption evolves from the idea of rotating letters. This method, called ROT13, gets its name from the simple way that it works. Edoceo, inc explained the process like this:
ROT13 simply takes the alphabetical characters of the input and will ROTate them 13 places. The 13 places depends on the position of the letter, lower letters get pushed up, and the higher letters get pulled down […]  Sometimes the ROT13 is called the Caesar-cypher as it is said he used ROT13 for communication during the Pelloponesian Wars (http://www.edoceo.com/utilis/rot13.php)
So for example, if the letter is ‘w’, you would count 13 places to the right ’x’,’y’,’z’, ‘a’, ‘b’, and so on ending on the letter ‘j’. The text “Guvf vqrn pbhyq znxr zr zvyyvbaf!” shown earlier was encrypted using this method. There are also variations of this method where a value, N, is given which represents the number of letters to rotate each letter in the text. So rot(3) for example will rotate each letter 3 letters to the right. There is a problem with these variations, however, as stated by DeGraeve.com, “A major advantage of rot13 over rot(N) for other N is that it is self-inverse, so the same code can be used for encoding and decoding.” (http://www.degraeve.com/rot13.php)  Unfortunately this is also a security issue as it makes this method all too easy for your average cryptanalysis, “The analysis and deciphering of cryptographic writings or systems” (http://www.answers.com/topic/cryptanalysis), to decipher.
These two methods are examples of private key encryption that is the method of the encryption is not public knowledge and is only known to the one encrypting the message and the one who is intended to receive the message. There is another type of encryption where the encryption method is public and anyone can gain knowledge of it, but the decryption method with which to actually decrypt the ciphertext, is private and as stated above, is only known to the sender and intended receiver of the message. A book on public-key cryptography by Brauer, Rozenberg, and Salomaa stated this:


There are systems in which you can safely publicize your encryption method. This means that also the cryptanalyst will know it. However, he/she is still unable to decrypt your cryptotext. This is what public-key cryptography is all about: the

encryption method can be made public. (p. 55)
This kind of encryption is known as public/private key Cryptography.


Now I will discuss the most talked about, most controversial topic on encryption: The Da Vinci Code. The Da Vinci Code has become a topic of modern discussion on encryption, and this paper wouldn’t be quite complete without the mention of it. You see it is a lot more than just a popular movie staring Tom Hanks; it is also an encryption system program, a popular book, and a story of what could be “about the history of encryption” (http://www.wired.com/news/culture/0,1284,58378,00.html). The book talks about the myth, called so due to the disbelief of many theorists saying that it is a work of fiction, explaining it in detail. Apparently Leonardo Da Vinci hid messages in his artworks. For example, The Last Supper is said to have depicted Mary Magdalene to the right of Jesus Christ instead of what has been believed by many to be disciple John. Some theorists have gone as far as to suggest that Jesus and Mary make the letter ‘M’ with their bodies which could stand for Mary, Matrimony, or perhaps something else. Another famous painting of Da Vinci is The Mona Lisa where it is said that the woman portrayed is actually Da Vinci himself in feminine form. The comparison of one of Da Vinci’s self-portraits to The Mona Lisa reveals not only a strong resemblance but also the facial features appear to line up in the two paintings. This may seem a little bit far fetched but did you know that Da Vinci actually wrote down all his notes in mirror writing, that is, writing that can only be read when held up to a mirror? (http://www.unmuseum.org/leocode.htm)  Da Vinci was no stranger to encryption practices so the idea of him hiding meanings into his paintings is not nearly as implausible as you might think. The most intriguing encryption method that some people accredit Da Vinci as creating is the cryptex. 

A cryptex is a tube constructed with a series of rings with letters of the alphabet engraved on them. When the rings are turned so that certain letters line up to the cryptex's password, one of the end caps can be removed and the contents (usually a piece of papyrus wrapped around a glass bottle containing vinegar) can be removed. Should someone try and get at the message by smashing the device, the glass bottle will break and the vinegar will dissolve the papyrus before the message on it can be read. […] the cryptex is a fictional device created by Dan Brown and credited to Leonardo in his popular book, The Da Vinci Code. There is no evidence that Leonardo actually conceived or built such a device. (http://www.unmuseum.org/leocode.htm)
Even though the cryptex is thought to be fictional it is still a perfect example of how creative an encryption method can be. This shows that encryption does not always have to be in the form of converting text but can be formed from any attempt to hide a meaning. For more information the book, The Da Vinci Code, is an excellent resource.

Encryption is a two-way method meaning that the plaintext can be converted into ciphertext and then converted back into plaintext. Hashing, on the other hand, is a one-way method meaning that once the plaintext is converted, it can not be converted back. Because of this using a hash function on any given text will always produce the same cipher text. This text is then used to determine whether two plaintexts are equal. For example when using your password on a website, if the same hash function is used on the password typed in at logon as it was used on the password when you last changed/created it, then it should produce the same result. So when you type in your password, the hash function is used and the result is compared with what is stored on the website. If they match you must have entered in the right password. Another example of this was found from the Webopedia, explaining it this way: 
Hashes play a role in security systems where they're used to ensure that transmitted messages have not been tampered with. The sender generates a hash of the message, encrypts it, and sends it with the message itself. The recipient then decrypts both the message and the hash, produces another hash from the received message, and compares the two hashes. If they're the same, there is a very high probability that the message was transmitted intact.
(http://www.webopedia.com/TERM/H/hashing.html) 
This example is also illustrated in the hash function MD5, which stands for Message Digest 5 (reference figure 3). The figure shows two documents and how even if they differ on a single character, the MD5 sum (which is the result of running the MD5 hash) will be different. Ondrej Mikle, from the Department of Software Engineering at Charles University in Czech Republic, had this to say in regards to figure 2:

From the user's point of view the situation is: user receives two files – 

self-extract.exe and data.pak. He can check MD5 sum of both files. User runs self-extract.exe and the program using data.pak extracts the document itself - contract.pdf. Other user receives the same self-extract.exe, but different data.pak. Both data.pak files are created so that their MD5 sum is identical. Therefore, both users think that the contracts extracted are the same in both cases. (http://eprint.iacr.org/2004/356.pdf)
The comparison of the two sums is called a hashcheck. There are many other different types of hash functions that are widely used today. Hashing functions can be used in other ways to store data and make is quickly accessible. These properties of hashing are out of the scope of this paper, though.

The main difference between hashing and encrypting is that with hashing, the plaintext can never be derived from the ciphertext. This can be a problem if, say, you are using a hash function for the password of your website and the user has forgotten his password and would like it emailed to him. This is impossible if the only data stored is a hash of his/her password. As far as data security, however, hashing is clearly the victor over encryption for the same reason. Hashing encrypts text into a hexadecimal number of fixed length causing it to be better on memory storage as well. This can be a problem though as this means that two strings can potentially have the same hash sum even though they are different, a problem that many hash functions seek to resolve. Most of the more popular hash functions used today have very good collision resolution where duplicates are mostly avoided. Encryption can, and is in fact encouraged to have, multiple ciphertext possibilities for the same plaintext, while hashing can only have one possibility per plaintext. If hashing had more than one possibility, then there would be no guarantee that two documents will result in the same hash sum even if there contents are identical.  

There are many methods of encryption not talked about in this paper. To cover them all would take a book easily over 1000 pages! My main purpose, instead, was to introduce you to some of the different types of encryption and let the encryption methods mentioned serve as an example of that type of encryption. You have seen that encryption doesn’t just involve written text as you may or may not have originally thought. You have also seen how methods other than encryption can encrypt text as the method of hashing was introduced and compared with encryption in general. Attached to this paper you will find tips to help you in choosing or creating your own encryption method if you desire to, as well as how the encryption methods talked about compare to each other in the points mentioned on the tips. I have also included a short program so you can use the encryption methods talked about as well as an encryption method I have created myself. Encryption is not new as it has been around for ages, but the study of encryption is still as exciting today as it was back then.
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A Egyptian scribe used non-standard hieroglyphs in an inscription. Kahn lists this as the first documented example of written cryptography.

A Mesopotamian tablet contains an enciphered formula for the making of glazes for potery.

Hebrew seribes writing down the book of Jeremiah used a reversed-alphabet simple substifution cipher known as ATBASH. (Teremiah started dictating to
Baruch in 605 BC but the chapters containing these bits of cipher are afiributed to a source labeled ' C" (believed not to be Baruch) which could be an
editor writing after the Babylonian exile in 587 BC, someons contemporansous with Baruch or even Teremiah himself) ATBASH was one of a few Hebrew
ciphers of the time.

‘The Greeks used a device called the **skytale" -- a staff around which a long, thin strip of leather was wrapped and written on. The leather was taken off and
worn as a belt. Presumably, the recipient would have a matching staff and the encrypting staff would be Ieft home.

[Note: an article in the July 1998 issue of Cryptologia entitled " The Myth of the Skytale" makes the case that the cryptographic use of the
skytale was a myth]

Julius Caesar (100-44 BC) used a simple substitution with the normal alphabet (just shifting the letters a fixed amount) in government communciations. This
cipher was less strong than ATBASH, by a small amount, but in a day when few people read in the first place, it was good enough. He also used
tansliteration of Latin into Greek Ietrers and a sumber of other simple ciphers

‘The Kama Sutra of Vatsayana lists cryptography as the 44th and 45th of 64 arts (yogas) men and women should know and practice. The date of this work.
is unclear but is believed to be between the first and fourth centuries, AD. [Another expert, John W. Spellman, will commit only to the range between the 4th
century BC and the Sth cennury AD.] Vatsayana says that his Kama Sutrais a compilation of much earlier works, making the dating of the cryptography
references even more uncertain

Part I, Chapter I st the 64 arts and opens with: “Man should study the Kama Suira and the arts and sciences subordinate thereto [....] Even young maids
should study this Kama Stira, along with s arts and sciences, before marriage, and after i they should continue to do so with the consent of their husbands."
These arts are clearly not the province of a government or even of academics, but rather are practices of laymen.

Tn this lst of arts, the 44th and 45th read:

* The art of understanding writing in cipher, and the writing of words in a peculiar way.
 The art of speaking by changing the forms of words. It is of various kinds. Some speak by changing the beginning and end of words, others by adding
unnecessary letters between every syllable of a word, and so on

*“The so-called Leiden papyrus [..] employs cipher to conceal the crucial portions of important [magic] recipes”

Abu°Abd al- Rahman al-Khalil ibn Ahmad ibn * Amr ibn Tammam al Farahidi al Zadi al Yahmadi wrote a (aow lost) book on cryptography, inspired
by his solution of a cryptogram in Greek for the Byzantine emperor. His solution was based on known (correctly guessed) plaintext at the message start —- a
standard cryptanalytic method, used even in WW-II against Enigma messages

Abu Bakr Ahmad ben *Ali ben Wahshiyya an-Nabati published several cipher alphabets which were tradiionally used for magic.

"4 few documents with ciphertext survive from the Ghamavid government of conquered Persia, and one chronicler reports that high offcials were supplisd
with a personal cipher before sefting out for new posts. But the general lack of contimity of Islamic states and the consequent faiure to develop a permanent
civil service and to sef up permanent embassies in other countries miltated against cryptography's more widespread use."

*'Ais early as 1226, a fant polifical cryptography appeared in the archives of Venice, where dots o crosses replaced the vowels in a few scattered words."

Roger Bacon not oy described several ciphers but wrote: ™ A man is crazy who writes a secret in any other way than one which will conceal i from the
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Gabrieli di Lavinde at the request of Clement VI, compiled a combination subsifution alphabet and small code -- the first example of the nomenclator
Rahn has found. This class of codefcipher was to remain in general use among diplomats and some civilians for the next 450 years, in spite of the fact that
there were stronger ciphers being invented in the meanime, possibly because of ifs relafive convenience.

*Abd al-Rahman Tbn Khaldun wrote "The Muqaddimah, a substantial survey of history which cites the use of "names of perfumes, fuis, birds, or flowers
to indicate the ltters, or [...] of forms different from the accepted forms of the lefters" as a cipher among tax and army bureaus. He also includes a reference
to cryptanalysis, noting " Well-known wriings on the subject are in the possession of the people." [p.07]

"The Equatorie of the Planefi", possibly written by Geoffrey Chaucer, contains passages in cipher. The cipher is a simple substiution with a cipher
alphabet consisting of ltters, digits and symbols.

Shihab al-Din abu 'L Abbas Ahmad ben "Ali ben Ahmad *Abd Allah al-Qalqashandi wrote "Subh al-a *sha, a 14-volume Arabic encyclopedia which
included a section on cryptology. This information was affributed to Taj ad-Din *Ali ibn ad-Duraihim ben Muhammad ath-Tha' alibi al- Mausili who
lived from 1312 to 1361 but whose writings on eryptology have been lost. The lst of ciphers in this work included both subsitution and transposition and, for
the first time, a cipher with multiple substintions for each plaintext letter. Also traced to Ton al-Duraihim is an exposition on and worked example of
cryptanalysis, including the use of tables of letter frequencies and sets of letrers which can not ocour together in one word.

Leon Battista Alberti (a friend of Leanardo Dato, a potifical secretary who might have instructed Albert in the state of the art in cryptology) invented and
‘published the first polyalphabetic cipher, designing a cipher disk (known to us as the Captain Midnight Decoder Badge) to simplfy the process. This class of
cipher was apparently not broken unfi the 1800's. Alberti also wrote extensively on the state of the art in ciphers, besides his own invention. Alberti also
used his disk for enciphered code. These systems were much stronger than the nomenclator in use by the diplomats of the day and for centuries to come.

' manuscript [..] by Amaldus de Bruxella uses five ines of cipher to conceal the crucial part of the operation of making a philosopher's stone."

Johannes Trithemius wrote the first printed book on cryptology. He invented a steganographic cipher in which cach ltter was represented as a word
taken from a succession of columns. The resulting series of words would be a legitimate prayer. He also described polyalphabeti ciphers in the
now-standard form of rectangular subsiituion tables. He introduced the nofion of changing alphabets with each lefrer

Giovan Batista Belaso infroduced the notion of using a passphrase as the key for a repeated polyalphabetic cipher. (This is the standard polyalphabetic
cipher operation mis-named " Vigenére" by most witers to this day.)

Giovanni Battista Porta wrote a text on ciphers, introducing the digraphic cipher. He classiied ciphers as transposition, substimtion and symbol substifution
(use of a strange alphabet). He suggested use of synonyms and misspellings to confuse the cryptanalyst. He apparently infroduced the notion of a mixed
alphabet in a polyalphabetic tablean.

Bellaso published an autokey cipher improving on the work of Cardano who appears to have invented the idea.

Blaise de Vigenere wrote a book on ciphers, including the first authenfic plaintext and ciphertext antokey systems (in which previous plaintext or ciphertext
letters are used for the current letter's key). [Kahn p. 147: both of these were forgotten and re-invented late in the 19th century.] [The autokey idea survives

today in the DES CBC and CFB modes.]

Sir Francis Bacon described  cipher which now bears his name -- a bieral cipher, known today as a 5-bit binary encoding. He advanced it as a
steganographic device -- by using variation in type face to cary each bit of the encoding

Thomas Jefferson, possibly zided by Dr. Robert Patterson (a mathematician at U. Penn.), invented his wheel cipher. This was re-invented in several
forms later and used in WW-IL by the US Navy as the Strip Cipher, M-138-A

Colonel Decins Wadsworth produced a geared cipher disk with a different number of letters in the plain and cipher alphabets -- resuling in a progressive
cipher in which alphabets are used irregularly, depending on the plaintest used.
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Charles Wheatstone invented what has become known as the Playfair cipher, having been publicized by his fiend Lyon Playfair. This cipher uses a
keyed array of letters to malke a digraphic cipher which is easy to use in the field. He also re-invented the Wadsworth device and is known for that one.

Admiral Sir Francis Beanfort's cipher (a variant of what's called " Vigenére") was published by his brother, after the admiral's death in the form of a 45
inch card.

Pliny Earle Chase published the first description of a Factionafing (fomographic) cipher.
Charles Babbage seems to have re-invented the wheel cipher.

"4 study of United States patents from the issuance of the first cryptographic patent in 1861 through 1980 identificd 1,769 patents which are
primarily related to cryptography.” fp.L]

Friedrich W. Kasiski published a book giving the first general solution of a polyalphabefic cipher with repeating passphrase, thus marking the end of several
hundred years of sirength for the polyalphabefic cipher.

During the Civil War, possibly among other ciphers, the Union used substifution of select words followed by word columnar-transposition while the
Confederacy used Vigenére (the solution of which had just been published by Kasiski)

Major Etienne Bazeries did his version of the wheel cipher and published the design in 1901 after the French Army rejected t. [Even though he was
miltary cryptologist, the fact that he published it leads me to rate this as (civ) as well as govt ]

Captain Parket Hitt reinvented the wheel cipher, in sirip form, leading to the M-138-A of WW-IL

Major Joseph O. Mauborgne put Hitt's strip cipher back in wheel form, sirengthened the alphabet construction and produced what led to the M-94
cipher device.

William Frederick Friedman, later to be honored as the father of US eryptanalysis (and the man who coined that term), was employed as a civilian
cryptanalyst (along with his wife Elizebeth) at Riverbank Laboratories and performed cryptanalysis for the US Government, which had no cryptanalytic
expertise ofits own. WEE went on to start a school for miliary cryptanalysts at Riverbank -- laer taking that work to Washington and leaving Riverbasi.

Gilbert §. Vernam, working for AT&T, invented a practical polyalphabetic cipher machine capable of using a key which is totally random and never
repeats -- a one-time-tape. This s the only provably secure cipher, as far as we know. This machine was offered to the Government for use in WW-I butit
was rejected. It was put on the commercial marketin 1920,

‘The ADFGVX system was put into service by the Germans near the end of WW-L This was a cipher which performed a substifution (through a keyed
array), fractionation and then transposition of the letter fractions. It was broken by the French cryptanalyst, Lieutenant Georges Painvin.

Hugo Alexander Koch filed a patent in the Netherlands on a rotor based cipher machine. He assigned these patent rights in 1927 to Arthur Scherbivs who
invented and had been markefing the Enigma machine since about 1923

Arvid Gerhard Damm applied for a patent in Sweden for a mechanical rotor cipher machine. This machine grew into a family of cipher machines under the
direction of Boris Caesar Wilhelm Hagelin who took over the business and was the only one of the commercial cryptographers of this period to make a
thriving business. After the war, a Swedish law which enabled the government to appropriate inventions i felt important to defense caused Hagelin to move
the company to Zug Switzerland where it was incorporated as Crypto AG. The company is stillin operation, although facing controversy for having allsgedly
weakened a cipher product for sale to Tran.

Edward Hugh Hebern incorporated " Hebern Electric Code", a company making electro-mechanical cipher machines based on rofors which turn,
odometer style, with cach character enciphered.

Arthur Scherbius incorporated " Chifriermaschinen Akfiengeselschaf” to make and sl his Enigma machine.
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Alexander von Kryha produced hus " coding machine” which was used, even by the German Diplomatic Corps, mto the 1950s. However, it was
cryptographically weak -- having a small period. A test cryptogram of 1135 characters was solved by the US cryptanalysts Friedman, Kullback, Rowlett
and Sinkov in 2 hours and 41 minutes. Nevertheless, the machine contimsed to be sold and used -- a trinmph of salesmanship and a lesson to consumers of
cryptographic devices.

Users of cryptography weren't limited to legitimate bankers, lovers, experimenters, ete. There were also a handl of criminals. *"The greatest era of
international sruggling -- Prohibifion -~ created the greatest era of eriminal cryptology." [p.817] To this day, the FBI runs a cryptanalytic office to deal with
criminal cryptography. [As of Kahn's wriing in 1967, that office was located at 215 Pennsylvania Avene SE, Washington DC.]

"4 retired liswrenant commander of the Royal Navy devised the systems for Consolidated Exporters' Pacific operation, though its Gulf and
Atanfic groups made wp their own as needed.

**His name was unknown but s cryptologic expertise was apparent. The smugglers' systems grew increasingly more complicated. "Some of
these are of a complexity never even attempted by any govemment for its most secret communications," wrote Mrs. [Elizebeth Smith]
Friedman i a report in mid-1930. "At no time during the World War, when secret methods of communication reached their highest
development, were there used such involved ramifications as are to be found in some of the correspondsnce of West Coast rum rumning
vessels." " [p.804]

Lester §. Hill published " Cryptography in an Algebraic Alphabet" in which a block of plaintextis enciphered by a mairix operation

‘The Enigma machine was not a commercial success but i was taken over and improved upon to become the cryptographic workhorse of Mazi Germany. [Tt
was broken by the Polish mathematician, Marian Rejewski, based only on captured ciphertext and one lis of three months worth of daily keys obtained
through a spy. Continued breaks were based on developments during the war by Alan Turing, Gordon Welchman and ofhers at Bletchley Park in
England ]

‘The Tapanese Purple machine was invented in response to revelations by Herbert O, Yardley and broken by a team headsd by William Frederick
Friedman. The Purple machine used telephone stepping relays instead of rotors and thus had a totally different permutation at each step rather than the
related permutations of one rotor in different positions.

Kahn attribuies the American SIGABA (M-134-C) to William F. Friedman whie Deavours affributes it to an idea of Frank Rowlett, one of Friedman's
irsthires. 1t improved on the rotor inventions of Hebern and Scherbius by using pseudo-random stepping of multple rofors on each enciphering step rather
than have uniform, odometer-Like stepping of rotors as in Enigma. It also used 15 rotors (10 for character transformation, 5 probably for controling stepping)
sather than the Enigma's 3 or 4

‘The Brifish TYPEX machine was an offshoot of the commercial Enigma purchased by the Britsh for study in the 1920's. Tt was a S-rotor machine with the
two iniial rotors being stators, serving the purpose of the German Enigmals plugboard.

Dr. Horst Feistel ed a research project at the IBM Watson Research Lab in the 1960's which developed the Lucifer cipher. This later inspired the US
DES (below) and other product ciphers, creating a family labeled " Feistel ciphers”

A design by IBM, based on the Lucifer cipher and with changes (including both S-box improvements and reduction of key size) by the US NSA, was
chosen to be the U.S. Data Encryption Standard. It has since found worldwide acceptance, largely because it has shown ifself strong against 20 years of
attacks. Bven some who believe it is past its useful ife use it as a component -- e.g,, of 3-key friple-DES.

‘Whitfield Diffie and Martin Hellman published **New Directions in Cryptography”, introducing the idea of public key cryptography. They also put forth
the idea of authentication by powers of a one way function, now used in the S/Key challengefresponse uiiy. They closed thei paper with an observation for
which this fimeline web page gives detailed evidence: " Skillin production cryptanalysis has always been heavily on the side of the professionals, but
innovation, particularly in the design of new types of cryptographic systems, has come primarly from amateurs."
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Tnspired by the Diffie-Hellman paper and acting as complete novices in cryptography, Ronald L. Rivest, Adi Shamir and Leonard M. Adleman had
been discussing how to malke a practical public key system. One night in Apri, Ron Rivest was laid up with a massive headache and the RSA, algorithm came
to him. He wrote i up for Shamir and Adleman and sent it to them the next morning, It was a pracical public-key cipher for both confidentiality and digital
signatnres, based on the difficulty of factoring large mumbers. They submited this to Martin Gardaer on April 4 for publication in Scientific American. It
appeared in the September, 1977 issue. The Scientific American article inchaded an offer to send the fll technical report to anyone submitting
self-addressed, stamped envelope. There were thousands of such requests, from all over the world.

Someone at NSA objected to the distribution of this report to foreign nationals and for a while, RS&A suspended mallings -- but when NSA falled to
respond to inquiries asking for the legal basis of their request, RS&A resumed mailings. Adi Shamir believes this is the origin of the current policy [as of
August 1995] that technical reports or papers can be fieely distributed. [Note: fwo international journals, " Cryptologia’ and *'The Tournal of Cryptology"
were founded shortly after this attempt by NSA to restrain publication ]

Contrary to rumor, RS&A apparently had no knowledge of ITAR or patent secrecy orders. They did not publish before applying for interational patents
becavse they wanted to avoid such restraints on fiee expression but rather because they were not thinking about patents for the algorithm. They just wanted
to get the idea out.

The RSA algorithm was published in the Communications of the ACM.

‘The rot13 cipher was introduced into USENET Nevws software to permit the encryption of postings in order to prevent innocent eyes from being assaulied
by objectionable text. This s the first example I know of in which a cipher with a key everyone knows actualy was effective for something. Here is an cardy
seference to it [Thanks for Arthur Berard Byme for that reference.]

Xuejia Lai and James Massey in Switzerland published "' & Proposal for a New Block Encryption Standard", a proposed Interational Data Encryption
Algorithm (IDEA) -- to replace DES. IDEA uses a 128-bit key and employs operations which are convenient for general purpose computers, therefore
making software implementations more eficient.

Charles H. Bennett, Gilles Brassard ct al. published their experimental resulis on Quantum Cryptography, which uses single photons to communicate
stream of key bits for some later Vernam encipherment of a message (or other uses). Assuming the laws of quantum mechanics hold, Quanum Cryptography
provides not only secrecy but a positive indication of eavesdropping and a measurement of the mazimum number of bits an eavesdropper might have
captured. On the downside, QC currently reqires a fber-optic cable befween the two parties

‘Phil Zimmermann released his first version of PGP (Pretty Good Privacy) in response to the threat by the FBI to demand access to the cleartext of the
communications of ciizens. PGP offered high security to the general ciizen and as such could have been seen as a compefitor to commercial products lie
Mailsafe from RSADSI. However, PGP is especially notable becanse it was released as freeware and has become a worldwide standard as a result while its
compeitors of the fime remain effectively unknown.

Professor Ron Rivest, anthor of the earlier RC2 and RC4 algorithms included in RSADST's BSAFE eryptographic ibrary, published a proposed
algorithm, RCS, on the Internet. This algorithm uses data-dependent rotafion as is non-linear operation and is parameterized so that the ser can vary the
block size, mumber of rounds and key length. Iris stll too new to have been analyzed enough to enable one to know what parameters to use for a desired
strength -~ although an analysis by RS Labs, reported at CRYPTO'95, suggests that w=32, =12 gives strength superior to DES. It should be
remembered, however, that this i just a first analysis.




<Figure 1>

(Table obtained from http://world.std.com/~cme/html/timeline.html.)
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<Figure 2>

(Information obtained from http://pages.cthome.net/fwc/CODE.HTM)

[image: image7.png]Example of MDS5 hash

archive in contrl archive in contr2
directory directory
(received by user 1) (received by user 2)
data.pak’ »MD5 | = |4—-{MD5 < data.pak*
program program
input input

self-extract.exe » MD5 | |MD5 - self-extract.exe

program program
output output
contract. pdf* e contract.pdf
"At the price of $376,495 "At the price of $276,495
AIf Blowfish sells his Alf Blowfish sells his

house to Ann Bonidea" house to Ann Bonidea"





<Figure 3>

(caption: Both executables and data files have the same MD5 hash, though running those programs result in different contracts extracted.

*) Files have identical names, but different contents)
(Image obtained from <>)
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TIPS ON HOW TO CREATE/CHOOSE
YOUR OWN ENCRYPTION METHOD
There are several things to look for in a good encryption method that a programmer about to create his/her own or select from the ones available should know. These tips will help in deciding what one should look for or make sure to implement. The tips are ordered by importance:

1. Patterns. Every encryption method has a repeated pattern in it which the decrypt program looks for when interpreting the text. This pattern should be well hidden in your encryption scheme as it is the first thing analyzed in cryptanalysis.

2. Possibilities. It is not as hard as you might think to break an encryption scheme where there is only one possibility for every word. Having only one possibility breaks rule 1 by allowing cryptanalysis to more easily discover the pattern. Make sure the method you are going to use have several different possibilities for the same plaintext.

3. Noise. Noise is the placement of characters in the encrypted text that mean nothing and are not to be decrypted. An example of this can be seen in this short sentence; “Txhxex Bxaxlxlx ixsx rxexd” which decrypted says “The Ball is red.” An ‘x’ is placed in between each letter to throw off a human reader trying to decipher the text. This ‘x’ is an example of noise. Although this is not essential if the method is pretty secure without it, it is still recommended.

4. Implementation Complexity. This is more of a judgment call then something to watch out for. You want to have a method that is very complex so it is hard to crack, but at the same time, if you don’t plan on spending too much time coding it in, you might want to consider how hard it is to implement. This is especially true if you are planning on having other programmers implement your method. There is no clear line on this so just make sure it is taken into account. 

5. Size. Sometimes when you encrypt plaintext, the size of the ciphertext is significantly larger. Make sure you have sufficient room to store the ciphertext as in most cases there is no limit to the amount of plaintext your encryption method will be used on.

6. Runtime. Last item on this list so this one isn’t too important. I think it is still something to consider, however, since if you plan on encrypting a big file, the time it takes to run the encryption algorithm needs to be minimized. Most of the time this isn’t a big deal, but optimization is almost always a factor in projects.

I want to point out that these tips have come about through my own personal experience programming an encryption method as well as doing research on encryption methods and are not to be considered, in any way, a complete list. There are many other things to be considered when you are creating or choosing your own encryption method.

How the Different Encryption Methods Mentioned Compare
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	ROT13
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	ROT(n)
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	My own
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Legend:

Patterns: 1 padlock  = easy pattern to recognize


   5 padlocks = hard pattern to recognize

Possibilities:  1 padlock  = small number of possible ciphertexts per plaintexts


          5 padlocks = large number of possible ciphertexts per plaintexts

Noise:  1 padlock  = low or no amount of noise


5 padlocks = high amount of noise

Implementation Complexity:  1 padlock  = very difficult to implement





5 padlocks = relatively easy to implement

Size: 1 padlock  = ciphertext is large in size

         5 padlocks = ciphertext is small in size

Runtime: 1 padlock  = runtime is slow


    5 padlocks = runtime is fast
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